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Abstract

Domain names play a critical role in the operation of the internet,
but are also exploited by malicious actors. Top-level domain registries,
law enforcement, and cybersecurity researchers invest in efforts to com-
bat such abuse, that span multiple goals: measurement, detection, and
prevention. A high number of relevant data sources is available as in-
put towards these goals: abuse feeds, domain registration data, domain
crawls, passively collected DNS data, and others. This paper constructs
a framework to systematically analyze evaluate those data sources across
multiple dimensions: technical, impact, and legal/ethical. Each type of
data source is then discussed following this framework. The analysis re-
veals that there is a high degree of variety among data sources of the same
type, and combining multiple types of data sources is powerful.

1 Introduction

Domain names and the Domain Name System (DNS) play a critical role in
the operation of the internet. Unfortunately, domain names are also exploited
by malicious actors, for phishing, fraudulent web shops, Command-and-Control
servers, spam, and other types of abuse. Such activities lead to serious financial
losses for victims [100, 35, 8, 73]. For example, in 2024, Belgians lost 49 million
euros to phishing alone [35].

Top-level domain (TLD) registries, law enforcement, and cybersecurity re-
searchers actively invest in efforts to combat such abuse. These anti-abuse efforts
span multiple goals. First, measurement is the study of volumes, trends, and
characteristics of detected abuse [78, 70, 62, 67, 83]. Second, detection covers
methods to find previously undiscovered abuse and is used as input for measure-
ment, mitigation or even prevention [102, 107, 86, 9]. It should be noted that
domain name registries and registrars usually do not host content, and miti-
gation at the DNS layer—takedown of the entire domain name—is very blunt,



so it may not be the most appropriate layer for all kinds of abuse [75]. Third,
prevention aims to impede malicious activities by cybercriminals [40, 94, 21].

As input towards these goals, plenty of relevant data sources are available.
These data sources span a wide variety of topics (feeds of malicious domains,
web crawls, registration data, ...) and differ in their properties (accessibility,
volume, completeness, ...). While overviews exist for abuse feeds [60, 34], to
our knowledge there is no overview that centrally lists and discusses a wider
range of (types of) data sources. Specific data sources are generally referred to
in academic or industry works that use or collect that data, so the information
is scattered throughout the literature and split between disciplines and venues.
This means that there is no obvious starting point for registries or researchers
that want to measure or tackle abuse in a data-driven manner.

To fill this gap, we aim to analyze a wide range of these data sources and
highlight how they can be used against malicious domains, operationally or in
research. Specifically, this work aims to fulfill the following objectives:

e To design a framework that enables uniform analysis of data sources on
several dimensions: technical, impact, legal and ethical.

e To provide an overview of data sources that are useful for combating
malicious activities facilitated by domain names. We cover data sources
of all availabilities: publicly for free, on request, purchasable, or internal
to the party fighting the abuse (registry, registrar, ISP, ...).

e To analyze and evaluate these data sources according to the framework.

Section 2 lists and describes the different types of malicious activities that
can be facilitated by domain names. Section 3 describes the framework that
is used to evaluate the data sources. Sections 4 to 8 discuss the different data
sources. Section 9 concludes this work.

2 Types of maliciousness

There is a large variety of malicious activities that can be facilitated by domain
names, of which this section gives an overview.

The established ICANN definition of DNS Abuse [43] covers botnets, mal-
ware, pharming', phishing, and spam (if used as delivery mechanism for the four
other types). This definition is highly relevant because it captures a common
understanding of technical harms that are appropriate to mitigate at DNS level
for maliciously registered domains [23, 47], and the contracts for generic TLD’s
include obligations to mitigate evidenced DNS Abuse as per this definition.

However, many operators will go beyond this definition depending on their
local policies, regulations, risk tolerance, etc. Therefore, this work also covers
other malicious activities that have been subject to research and that can affect
the trust in a top-level domain, even if the mitigation may in some cases be
more appropriate at the hosting layer.

1Pharming is a form of fraud where the attacker alters the IP address of a reputable domain
name, by hijacking the registration or poisoning DNS caches [44].



Malware and botnets make use of domain names in multiple fashions. First,
for malware distribution: distribution URLs are a mixture of URLs with a do-
main name or an IP address as hostname (about 40% of URLs use a domain
name, based on the recent data from URLhaus [99] at the time of writing).
Second, to connect with Command-and-Control (C&C) servers: the usage of
Domain Generation Algorithms (DGAs) enables attackers to register new do-
main names that can be found by the malware, rather than relying on a static
domain [10, 83]. Third, the DNS protocol can also be used as a communication
channel for C&C [22] or data exfiltration [108].

Phishing aims to deceive victims into sharing confidential information such
as passwords or credit card details, by mimicking a trusted entity. Phishing
websites can be hosted on maliciously registered domain names (about 80%
of phishing domains globally [74]) or on an existing, legitimate website that
was compromised. In the context of country-code TLDs, the approach largely
depends on the target audience of the phisher: locally targeted phishing uses
maliciously registered domains, internationally targeted phishing uses compro-
mised websites [70].

Scams other than phishing also widely use domain names. Fraudulent web
shops look like benign shopping websites, but orders are not delivered, or the
sold products are counterfeit [102, 9, 53]. Investment scams lure victims by
promising unrealistically high returns, sometimes in the context of cryptocur-
rency [72, 59]. Many other types of online scams exist, including technical
support scams [66, 95], survey scams (in which the victim is falsely promised
a reward for completion of a survey) [51], and pet scams (in which a website
claims to sell pets and exploits the victim’s emotional attachment to fictitious
pets) [84].

Unlawful content may be made available through domain names, though
how this is acted upon will vary hugely by operating jurisdiction. A recent,
specific example in Belgium is the suspension of .be domain names used for
illegal gambling websites through a cooperation between DNS Belgium and the
national gambling authority [39].

Spam emails can use domain names in two ways. First, spammers link to do-
mains that exhibit one of the malicious activities described above [41]. Second,
domain names are used for the sending of emails, and these domains can be
registered [20, 36], compromised, or spoofed [63] by a spammer.

3 Framework

To analyze and evaluate the different data sources in a structured and uniform
way, we design a framework that spans several characteristics of the data sources.
Due to the large number of data sources and providers, each data source will not
be examined individually, but the general type of data source will be discussed.
However, it would be possible to do such individual analysis according to this
framework. This also makes the framework conceptually similar to existing



Listing 1: Definition of technical characteristics in the framework

Accessibility How broadly is the data available? How is access provided
to the data?

Volume How large is the data source, in terms of samples and disk usage?

Time horizon Does the data source contain historical or short-term data?

Update frequency How often do the contents of the data source change?

frameworks to evaluate the quality of sports technology [87] or to measure the
composition of machine learning datasets [68].

The framework consists of three dimensions. Technical characteristics affect
the practical usage of the data source and can be derived purely from the data
source or provider documentation itself. Impact characteristics view the data
source in the context of combating malicious domain names. Legal and ethical
characteristics discuss the usage conditions of the data and presence of personal
data. The goal of these different dimensions is to give a clear picture of the data
sources and help understand what is possible to achieve with them.

A one-page overview of the framework is also available in Appendix A.

3.1 Technical

Listing 1 defines the four considered technical characteristics, which are relevant
because:

Accessibility affects whether or not a source is suitable. This could entail the
difficulty of acquiring it which may be due to a low number of providers
or the technicalities associated with collecting it. More practically, each
use case may require the data to be delivered differently, e.g., it may need
to be fully downloadable meaning an API-only provider would not suffice.

Volume The data sizes impacts technical requirements regarding storage as
well as how quickly particular records can be found and retrieved.

Time horizon Sources vary in their time scope: sometimes long horizons are
needed (e.g., a longitudinal study based on 10 years of phishing [70])
whereas in others only recent data is needed (e.g., 2.5 months of DNS
traffic data to analyze behavior of malicious domains [7]).

Update frequency impacts requirements regarding how frequently new data
can or should be fetched and downstream analyses be run. Update fre-
quency is a technical property of the data source but has synergy with the
impact characteristics Time-variance and Freshness.

3.2 Impact

Listing 2 defines the five considered impact characteristics, which are relevant
because:



Listing 2: Definition of impact characteristics in the framework

Completeness Does the data source contain complete or partial coverage
of what it aims to collect?

Generality How broadly applicable is the data source, is it rather specific
(and thus only relevant for one or a few tasks) or rather general?

Time-variance Does it capture behavior that is time-variant or generally
consistent over time?

Freshness Do the time-variance and update frequency align well, or is the
latest available data likely to get stale?

Overlap If multiple providers offer similar data sources, how much overlap
is there between them?

Listing 3: Definition of legal/ethical characteristics in the framework

License or usage conditions Under what conditions is the data avail-
able?

Privacy Does the data source include personal data?

Completeness may indicate the expected utility of a data source for a given
task: it is typically desirable to have coverage as complete as possible.

Generality captures for which and how many tasks the data source is useful,
and could indicate which data sources are a higher priority to collect.

Time-variance can indicate if patterns observed in a snapshot of the data
remain relevant for a long time, or if frequent re-analysis is needed.

Freshness provides insights into the risk of working with stale data.

Overlap conveys how useful it is to collect data from multiple providers.

3.3 Legal/ethical

Listing 3 defines the two considered legal /ethical characteristics, which are rel-
evant because:

License or usage conditions impact when—or if—a given data source can
be used.

Privacy may affect data availability and impacts how the data should be han-
dled, since some sources include personal or sensitive data.



4 Abuse feeds

Abuse feeds, also known as blocklists, are lists of online threats. The entries of
these lists are usually URLs, domain names, or IP addresses. Abuse feeds have
several use cases: blocking malicious sources at browser-level or network-level;
notifications to registrants, registrars and registries about threats on domain
names they manage; or training data for machine learning models to distinguish
benign from malicious activities.

Typically, such feeds are not designed for the purpose of registry/registrar-
level mitigation, but for network protection. They may therefore include items
that are less relevant for the DNS industry, such as IP addresses. Addition-
ally, they may have a higher tolerance for false positives than required for
registry /registrar-level mitigation, and an entry on an abuse feed does not
equate an evidenced report. They also do not provide a distinction between
maliciously registered and compromised domains. Nevertheless, they are still
a useful resource for anti-abuse research and actions in the context of domain
names.

A framework to evaluate abuse feeds has been developed by ICANN [60];
this study goes into more detail and is more specifically tailored towards abuse
feeds than our framework. Abuse feeds have also been extensively studied and
compared by others [5, 34, 98, 1].

4.1 Technical

Accessibility. Abuse feeds are widely available from several providers. Open-
Phish?, PhishTank?, and APWG?* offer abuse feeds for phishing. URLHaus®
provides an abuse feed for malware. SURBLS, Netcraft”, and Google Safe
Browsing® offer feeds for multiple types of malicious activities. This overview is
not exhaustive: Feal et al. studied 2,093 open feeds from 69 providers [34].

Generally, abuse feed providers offer downloadable files with a list of mali-
cious entries. Some providers also offer APIs to check if a single entry is known
to be malicious.

Volume. The number of entries strongly varies between abuse feeds [5, 34].
Across the ones analyzed by ICANN, the number of unique domain names
ranged between a few thousand to hundreds of thousands per month [60].

Each entry in an abuse feed contains a limited number of textual fields, so
abuse feeds with downloadable files do not demand an enormous amount of disk
space.

Time horizon. Some abuse feeds only offer snapshots of the currently ac-
tive malicious domains/URLs/IP addresses. Others provide a longer, historical
view that contains all malicious entries added within a given time period. For

*https://openphish.com/
Shttps://phishtank.org/
4https://apug.org/
Shttps://urlhaus.abuse.ch/
Shttps://surbl.org/
"https://www.netcraft.com/
8https://safebrowsing.google.com/
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example, OpenPhish offers both: they provide feeds with active threats that
refresh frequently [81], and databases with historical threats from up to 180
days ago [80].

Update frequency. The update frequencies differ a lot between abuse feeds,
with only 7% of the feeds studied by Feal et al. changing at least daily [34].
Of the popular, actively updated feeds, the update frequencies generally range
from the order of seconds to the order of hours. For example, SURBL’s MULTI
feed updates every 30-40 seconds on average [96], and OpenPhish’s Community
feed updates every 12 hours [81].

4.2 Impact

Completeness. Even when combined, abuse feeds cannot guarantee a com-
plete coverage of malicious activity. A study on the .eu top-level domain found
that almost 20% of registrations associated with malicious campaigns do not
appear on abuse feeds [101]. Note that the opposite is also true, entries on
abuse feeds may be false positives.

Generality. Some abuse feeds focus on a specific type of abuse (e.g., phishing,
malware, spam). Others are more general and include multiple abuse types.
Abuse feeds are generally combined with other data sources in the context of
research; see the next sections.

Time-variance. Abuse feeds are highly time-variant: new threats pop up
continuously, and reported threats can be taken offline. For example, the ma-
jority of phishing websites in the .nl and .ie top-level domains are mitigated
within a day [70].

Freshness. The freshness of an abuse feed can be captured through two met-
rics proposed by ICANN: timeliness and churn [60]. Timeliness refers to the
rapid addition of new threats. If abuse feeds overlap, it often happens that an
entry appears on one feed hours before it does on another [60, 5]. It is not al-
ways the same feed that contains an entry first, which suggests that combining
multiple feeds improves timeliness.

Churn refers to the removal of obsolete entries. Note that some abuse feeds
do not remove entries, in which case they represent lists of everything that has
been flagged as malicious over an extended period.

Overlap. The overlap between different abuse feeds was studied in detail by
ICANN [60]. They found that the majority of overlaps are small (less than 5%),
while some are much larger. This happens when openly available abuse feeds
are incorporated in others.

4.3 Legal/ethical

License or usage conditions. Because of the large number of abuse feed
providers, there is also a large variety in licenses and usage conditions. Some
abuse feeds are openly available for free, others are available commercially.



Privacy. In principle, abuse feeds do not contain personal data.

5 (Historical) TLD registration database

The registration database of a top-level domain contains all records about cur-
rent and past domain name registrations, and details about the transactions
related to those registrations (creates, deletes, updates, ...).

To optimally support the registry operations, the structure of the registra-
tion database may be quite complex. Such a structure may not be ideal for
analytical purposes. Therefore, we consider the historical registration database
as a flattened timeline through all transactions on registrations. It is thus a de-
rived database from the registration database, and its simpler structure enables
more straightforward analysis of registrations over time.

A TLD registry can broadly work according to two different models: in the
“thin” model, the registry only possesses the technical information associated
with the registration, while in the “thick” model, the registry also possesses a
copy of the contact details of the registrant [46].

5.1 Technical

Accessibility. This complete (historical) registration database is only acces-
sible to the TLD registry operator. However, (very) limited parts of the regis-
tration database may be publicly available.

For generic top-level domains (gTLDs), access to the zone files of partici-
pating gTLDs can be requested through ICANN’s Centralized Zone Data Ser-
vice [45]. These files provide a mapping of registered domain names to their
name servers, and DNSSEC-related data.

Some country code top-level domain (ccTLD) registries make their zone files
publicly available as well, for example .se and .nu [48], .ch and .1i [97], .ee [37],
and .sk [77]. Additionally, .fr publishes a monthly export of various public data
about their domain names [2]. When zone files or domain name lists are not
public, partial lists of domain names can be constructed from public sources:
OpenINTEL processes Certificate Transparency logs and Common Crawl to col-
lect domain names [90] and publishes lists of found domains for 307 ccTLDs [79].
They measured the coverage for 19 ccTLDs and found that their data covers
43-80% of these TLDs [90].

To obtain more information about the registration of an individual domain
name, one can query WHOIS [19] and/or RDAP [42] services offered by domain
name registries. However, these services are not conceived for bulk requests
and may not provide all details of a registration (e.g., personal data of the
registrant).

Volume. The volume of the registration database varies between registries,
since it is directly dependent on the number of registrations. The number of
registered domains per TLD ranges from very few to millions [11]. When con-
sidering historical data, the number of transactions within a registry is expected
to be an order of magnitude larger than the number of active registrations.



Time horizon. The (historical) registration database goes back as long as the
TLD registry has kept transaction details. However, registries will likely remove
personal information tied to old, deleted registrations after a given amount of
time (see Privacy).

Update frequency. The registration database itself is updated immediately
when a transaction on a registration happens. A derived historical database can
be generated at a frequency chosen by the registry. The same is true when a
registry publishes a subset of data, and the update frequency of those strongly
varies in practice (e.g., hourly for the .se zone file, monthly for the .fr open
data).

5.2 Impact

Completeness. The registration database is complete because it contains the
details of all transactions (with the exception of obsolete personal data, see
Privacy). The completeness of a derived historical database depends on the
implementation, but is controlled by the registry. A public data export is only
a subset of the registration database, the scope of which is decided by the
registry.

Generality. When combined with other data sources, registration data is
helpful for a variety of tasks. Together with abuse feeds (Section 4), this data
can be leveraged to characterize malicious domains [70, 41, 78] or train a ma-
chine learning model to proactively detect malicious registrations [40, 94, 21].
Combined with domain crawling (Section 6), the registration database is useful
to detect fraudulent web shops [102].

Time-variance. The registration database is rather time-variant, because do-
main names get registered and deleted every day. For example, .be sees about
15-20k new registrations per month and a similar number of deletions [25], and
.l sees tens of thousands of new registrations and deletions per month [88].

A large part of the registered domains are years old and are less time-
variant, though these domains can undergo changes as well, e.g.: changes in
name servers, changes in registrant contact details, transfers.

Freshness. Since the registration database itself is updated immediately on
a transaction, it is fresh in the sense that it contains the latest known infor-
mation. However, while the list of registered domains is always up-to-date, the
underlying registration data may be outdated, e.g., due to a registrant moving
but not changing their address, or a domain not being transferred while it does
in practice belong to someone else. This is difficult to measure, since the actual
information is unknown.

Derived databases and exports can get stale if not updated frequently, espe-
cially if new registrations and deletions are of interest. Daily zone file snapshots
are found to miss at least 1% of short-lived domains, which are often registered
with likely malicious intent [91].



Overlap. The (historical) registration database of a TLD does not overlap
with other sources. However, overlap is possible between sources that aim to
reconstruct zone files or lists of domain names based on public data.

5.3 Legal/ethical

License or usage conditions. The complete registration database is only
available to the registry and its usage is governed by the registry’s terms of
service and privacy policy. Public exports of data subsets have their own li-
cense and usage conditions, generally covering topics such as purpose of use or
limitations on download frequency.

Privacy. If the registry possesses thick registration data, then their (histori-
cal) registration database contains personal data, i.e., the contact details of the
registrants, which makes this a sensitive data source. For registrations that have
been deleted, registries are likely to delete the personal information after a given
amount of time, compliant with their privacy policies and relevant regulations.

6 Domain crawls

Domain crawling refers to the process of automatically requesting data asso-
ciated with a domain name, such as fetching the website associated with the
domain or querying the domain’s DNS records. Crawl data is useful both to
detect malicious domain names and to gain more insights related to known
malicious and benign domains.

When the subject of the crawling is specifically DNS records, it is commonly
referred to as active DNS (where the “active” refers to the means of collection,
as opposed to passively collected DNS data; Section 7).

6.1 Technical

Accessibility. Over 300 billion crawled web pages are freely available through
Common Crawl [14], with billions of new pages added each month. Common
Crawl publishes information about the requests, and the full HT'TP response
(headers and content).

A large collection of active DNS data is available for researchers through the
Active DNS Project [85, 54]. This project has been collecting DNS records for
large volumes of domain names since 2015.

Several domain name registries perform their own crawling on their zones [24,
104, 18, 32]. These crawls may go beyond just web data (e.g., crawling of
DNS records) and can be tailored towards the specific needs of a registry, while
Common Crawl only collects web data. A registry can also make sure that all
domain names in their zone are crawled. The output of crawls performed by a
registry is usually not public, but an internal data source.

Cybersecurity researchers may also perform crawls specific to their research
subject. The domain names or URLs for crawling can be collected from public
sources such as Certificate Transparency logs [59, 6], Reddit comments [9], abuse
feeds [64], or zone files [67]. In some cases, the datasets gathered by these crawls
are made publicly available.
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Volume. The volume of the Common Crawl dataset is very large, containing
petabytes of data in total. The crawl of March 2026, containing 1.97 billion
pages, has a compressed size of almost 100 TiB [15].

Crawls of registries and researchers are smaller, though the exact size de-
pends on the number of crawled domains and the scope of the crawl.

Time horizon. Common Crawl and the Active DNS Project go back to 2008
and 2015 respectively, and are still being updated at the time of writing. For
crawls by registries and researchers, the time horizon depends on when collec-
tion started and, if applicable, ended. However, several registries have started
crawling their zones years ago and still do so today.

Update frequency. Common Crawl is updated every month, the Active DNS
Project daily. The update frequency of crawls from registries may vary but is
often done monthly. Crawls from researchers collected for a specific publication
are generally frozen after collection is completed.

6.2 Impact

Completeness. Considering the large scale of the web, it is impossible to
crawl it in its entirety. Within the scope of a top-level domain, crawls performed
by registries are complete in the sense that every domain name in the zone can be
probed, but such crawls are unlikely to encompass all subpages on the websites
associated with the domain names. Malicious subpages, such as for phishing,
also do not often occur on the home page and are not findable starting from the
home page.

Generality. Domain crawling is useful for a large variety of research, in many
cases combined with abuse feeds. Examples of use cases are detecting or gain-
ing insight in phishing domains [86, 70, 6, 71], measurement of abuse and its
uptime [76, 62], detecting fraudulent web shops [102, 9] or other scams [59], clas-
sifying compromised and maliciously registered domains [64], and understanding
domain drop catching [67].

Time-variance. Domain crawls are rather time-variant because domains and
web pages come and go every day. However, for established web pages, a large
portion may remain constant between two crawls: of the nearly 1.3 million web-
sites” with a .be domain that have been successfully crawled in both February
and March 2026, the textual content of almost 80% was unchanged between the
two crawls.

Freshness. The freshness of a regular (say, monthly) crawl is not uniform:
some websites change quickly (and thus the crawl gets stale for those), others
don’t. To improve freshness for crawls performed by registries, newly registered
domains can be crawled shortly after their registration, rather than waiting for
the next normally scheduled crawl.

9Specifically, the home page of the website.
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Overlap. Crawls performed by different registries are generally disjoint collec-
tions, since the crawled domains belong to different top-level domains. However,
a portion of the web pages collected by those crawls are also present in Common
Crawl: statistics on the representation of top-level domains in Common Crawl
are publicly available [16].

6.3 Legal/ethical

License or usage conditions. The usage of Common Crawl data is gov-
erned by their Terms of Use [17]. Data from the Active DNS Project is available
to researchers on request. The output of crawls performed by registries is gen-
erally not publicly available.

Privacy. Domain crawls for cybersecurity purposes are not performed with
the intent to collect personal data, however when performing website crawls, it
is likely that personal data incidentally appears on a number of pages. This
makes it less straightforward to share the collected data across organizational
boundaries.

7 Passively collected DNS (traffic) data

DNS (traffic) data can be passively collected from various vantage points, such
as resolvers or authoritative name servers. These locations process DNS queries
and can therefore log them. Each vantage point provides a different perspective
on DNS traffic; for example, the view from an authoritative TLD name server
is less granular and detailed than from an ISP resolver.

The most common technique referred to as Passive DNS [103] logs DNS
queries and responses in an aggregated, privacy-preserving manner. This data
is collected by sensors deployed in networks that process DNS traffic, rather
than active querying (Section 6). Passive DNS data provides the contents of
DNS records associated with a domain, the time range during which a record
was observed, and the number of queries in that range.

A concrete example of this kind of data, in the Passive DNS Common Output
Format [31], is given in the documentation of CIRCL [13], a provider of Passive
DNS:

{"rrtype": "A", "rrname": "185.194.93.14", "rdata":
"circl.lu", "count": "19", "time_first": "1696798385",
"time_last": "1697890824"}

{"rrtype": "AAAA", "rrname": "2a00:5980:93::14", "rdata":
"circl.lu", "count": "18", "time_first": "1696798385",
"time_last": "1697890824"}

{"rrtype": "MX", "rrname": "10 cppy.circl.lu", "rdata":
"circl.lu", "count": "149", "time_first": "1696786636",
"time_last": "1697897232"}

{"rrtype": "NS", "rrname": "nsl.eurodns.com", "rdata":
"circl.lu", "count": "5", "time_first": "1696798385",
"time_last": "1697701116"}

{"rrtype": "NS", "rrname": "ns2.eurodns.com", "rdata":
"circl.lu", "count": "B", "time_first": "1696798385",
"time_last": "1697701116"}

12
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{"rrtype": "NS", "rrname": "ns3.eurodns.com", "rdata":

"circl.lu", "count": "B", "time_first": "1696798385",
"time_last": "1697701116"}

{"rrtype": "NS", "rrname": "ns4.eurodns.com", "rdata":
"circl.lu", "count": "B", "time_first": "1696798385",
"time_last": "1697701116"}

{"rrtype": "SOA", "rrname": "nsl.eurodns.com
hostmaster.eurodns.com 2023091306 43200 7200 1209600
86400", "rdata": "circl.lu", "count": "260",
"time_first": "1696780845", "time_last": "1697183586"}

For example, the first line of this data tells that 19 A requests to circl.lu
have been observed between 2023-10-08 20:53:05 and 2023-10-21 14:20:24 UTC
with as response 185.194.93.14.

Another passively collected data source consists of the query logs of an au-
thoritative TLD name server. Such query logs do provide details about each
individual query, as opposed to the aggregated Passive DNS data. However,
these query logs are more coarse-grained, because resolvers heavily make use of
caching, so not all DNS queries will induce a query to the authoritative TLD
name servers. Moreover, the query response is less informative, because an au-
thoritative TLD name server’s response is limited to the name server of the
queried domain (host name and/or IP address) and DNSSEC-related data.

Individual queries can be logged in a similar manner at DNS resolvers, such
as public resolvers or private resolvers at an ISP, university network, or en-
terprise network [61, 82]. The scope of these logs consists of all DNS queries
within the monitored network. This is more granular and detailed than aggre-
gated Passive DNS logs and than logs from an authoritative TLD name server.

7.1 Technical

Accessibility. Different providers offer Passive DNS data, though this is
not as widespread as abuse feeds. DomainTools!® [30], Spamhaus [93], and
WhoisXML API [3] provide Passive DNS data commercially. CIRCL [13] offers
Passive DNS access to trusted partners. Mnemonic [69] publicly provides lim-
ited Passive DNS data. Generally these services are accessed by querying their
API, though some also offer a full database export [3, 28].

TLD query logs are not offered publicly, and are internal data sources to
the registries that collect them. Registries can use ENTRADA [105] to process
DNS query logs from PCAP files and transform them into Parquet files for more
convenient analysis.

Query logs from public resolvers or ISPs are typically not accessible to re-
searchers, often due to privacy concerns [107]. A relevant project in this context
is DNS TAPIR [26], offering a platform that enables collection of DNS traffic
data from ISP resolvers in a privacy-preserving manner [27]. At the time of
writing, this project is in its test phase.

Volume. The volume of available Passive DNS depends on the provider, but
can grow to tens or hundreds of billions of records [3, 28]. DomainTools mentions
processing 200,000 observations per second [28], and Spamhaus 200 million per

10Also known as the Farsight database. DomainTools acquired Farsight Security in 2021.
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hour [33]. The DomainTools DNSDB export requires at least tens of terabytes
of storage [28].

For TLD query logs, the volume mainly depends on the size and popularity
of the TLD. The authoritative .be name servers receive over 2 billion queries
per day, the logs of which use tens of gigabytes of space.

The volume of query log data from resolvers depends on how much logging
is in place, and also on the number of users of the resolver and how much traffic
these users generate.

Time horizon. Passive DNS sources provide historical data, and it depends
on the provider how far back this goes. DomainTools has data since 2010 [29],
WhoisXML API since 2008 [4], and Spamhaus has archived data since 2014 but
their API only provides access to one year’s worth of data [92].

The longevity of TLD or resolver query logs or depends on how long the
operator chooses to keep the logs.

Update frequency. Passively collected DNS data is generally updated in
near-real-time.

7.2 Impact

Completeness. The completeness of passively collected DNS data is depen-
dent on the vantage point. For Passive DNS, completeness could be expressed
in terms of how much of global traffic is captured, or how many (sub)domains
or DNS records are discovered. Passive DNS data is collected from a number of
sensors deployed globally, but where those sensors are located is generally not
publicly shared. None of these completeness metrics seem trivial to estimate.

TLD or resolver query logs are complete in the sense that all queries within
their scope can be logged if desired. However, this scope may be limited: TLD
query logs only provide a coarse view, public resolvers are limited to the set of
users that query them, and private resolver query logs are limited to the network
in which they reside.

Generality. Passive DNS has been used for a variety of tasks: detecting spam
domains [36], identifying botnets and malware campaigns [12, 106], or detecting
malicious domains in general without focusing on one specific type [50, 7]. An
extensive survey on the detection of malicious domains through DNS data (not
limited to Passive DNS) is given by Zhauniarovich et al. [107].

TLD query logs appear in fewer works than Passive DNS, though have also
been successfully used to identify suspicious domains [105, 89] and botnets [105].
Query logs from enterprise network resolvers have been applied to the detection
of malware [61, 82].

Time-variance. Passively collected DNS data is very time-variant due to
new domains, a continuous stream of traffic, and—when responses are logged—
changing DNS records.

Freshness. Because passively collected DNS data is updated in near-real-
time, the data will be fresh.
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Overlap. Given the large quantities of data collected by Passive DNS providers,
it is inevitable that there is overlap in their observed traffic or DNS records.
However, this cannot be quantified without having access to the complete archives
of all providers.

TLD query logs do not have much overlap with Passive DNS sources or
resolver query logs, given their different contents and points of view. Naturally,
TLD query logs from different registries also do not overlap.

7.3 Legal/ethical

License or usage conditions.  Each Passive DNS provider has their own
license and conditions for the usage of their data. TLD or resolver query log
data is generally not offered publicly.

Privacy. Passive DNS data is aggregated and does not contain any identifi-
cation of the querying clients, so this preserves privacy. TLD query log data
does include information about individual queries, including the client. There-
fore, even though this client will identify a resolver rather than an individual
end user for the vast majority of queries, TLD query log data is more sensitive
than Passive DNS data. Individual query log data from resolvers is the most
sensitive, because the client does in this case identify an individual. Even under
changing client IP addresses, different sessions of a user could be linked through
patterns in their DNS traffic [52].

8 Miscellaneous sources

This section shortly discusses a few data sources that do not fit under the
previous sections but are still relevant for the detection of malicious domains.
These sources are also used in several of the cited works.

Certificate Transparency logs [55, 56] are public, append-only logs of the
issuance of TLS certificates. In the context of malicious domain detection, they
are often used to discover the existence of (sub)domains. In 2023, the Certificate
Transparency logs covered 52% of domains in 19 ¢¢TLD zones [90].

DGArchive [83, 38] is a database of DGA-generated domain names (com-
monly used in malware; Section 2). This database contains pre-computed do-
main names from reverse-engineered DGAs, of which only a subset has ever
been registered. This distinguishes DGArchive from abuse feeds (Section 4).

Tranco [58, 57] is a ranked list of popular websites, robust against manipu-
lation by adversaries. In the context of malicious domain detection, this list is
useful (albeit biased) to sample benign domains and websites from.

IP data accessible through providers such as MaxMind [65] and IPinfo [49]

provides contextual data for IP addresses, such as their Autonomous System or
approximate location.
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9 Conclusion

Domain names are exploited by cybercriminals to facilitate malicious activities.
This work provided an overview of relevant data sources for TLD registries
or cybersecurity researchers to combat such abuse, systematically evaluated
through a framework we constructed. At a high level, we analyzed abuse feeds,
TLD registration databases, domain crawls, passively collected DNS (traffic)
data, and miscellaneous sources across multiple dimensions.

The analysis reveals that there is a lot of variety between data sources
of the same type. Data sources typically have multiple providers or collection
methods, which results in differences across all dimensions and characteristics.
The presence of multiple options makes it more likely that a good fit exists for
a specific task, but also adds a lot of complexity.

Another important conclusion is that combining multiple types of data
sources is powerful. Abuse feeds play a role in a lot of works, but also other
types of data sources have been combined, such as domain registration data and
crawling [70, 102], or crawling and passively collected DNS data [64, 36]. This
highlights the value in using multiple types of data sources, and it is plausible
that some combinations offer undiscovered potential.
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A  Framework definitions

A.1 Technical

Accessibility How broadly is the data available? How is access provided to
the data?

Volume How large is the data source, in terms of samples and disk usage?
Time horizon Does the data source contain historical or short-term data?

Update frequency How often do the contents of the data source change?

A.2 TImpact

Completeness Does the data source contain complete or partial coverage of
what it aims to collect?

Generality How broadly applicable is the data source, is it rather specific (and
thus only relevant for one or a few tasks) or rather general?

Time-variance Does it capture behavior that is time-variant or generally con-
sistent over time?

Freshness Do the time-variance and update frequency align well, or is the
latest available data likely to get stale?

Overlap If multiple providers offer similar data sources, how much overlap is
there between them?

A.3 Legal/ethical

License or usage conditions Under what conditions is the data available?

Privacy Does the data source include personal data?
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